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PROFESSIONAL SUMMARY
Cybersecurity specialist with hands-on expertise in securing modern web applications, infrastructure, and distributed systems. Strong background in vulnerability assessment, penetration testing, secure architecture design, and threat modeling. Experienced in identifying and mitigating OWASP Top 10 vulnerabilities, implementing secure coding practices, and performing red-team/blue-team security activities.

CORE SKILLS
· Cybersecurity:
Penetration Testing · Vulnerability Assessment · OWASP Top 10 · Threat Modeling · Cryptography · Cyber Forensics · Network Security · Firewall Configuration · Information Security Management · MDM · IAM · RBAC · API Security
· Development:
Rust · Python · C/C++ · JavaScript · TypeScript · Next.js · Node.js · NestJS · REST APIs · Secure Coding · Backend Architecture
· Tools & Platforms:
Linux · Windows · Burp Suite · Nmap · Wireshark · Metasploit · Docker · Git · Redis · PostgreSQL · MySQL · JWT/Auth · Cloud Storage

EDUCATION
· Master of Computer Applications (ISMS)
Jain University, Bangalore | 2023–2025
· Bachelor of Computer Applications
Arka Jain University, Jamshedpur | 2020–2023

CERTIFICATIONS
· CompTIA Security+ (SY0-701) — July 2025
· IT Specialist – Cybersecurity (CertNexus) — October 2024

PROJECT EXPERIENCE
Full-Stack Developer — Yogatute (Client Project)
6 Months | Next.js, NestJS, TypeScript, MySQL
· Designed and developed complete web platform with secure UI/UX workflows.
· Built RESTful APIs, backend services, and database architecture using NestJS + MySQL.
· Implemented multi-level RBAC, JWT authentication, and secure session management.
· Created dashboards for analytics, course tracking, and badge generation.
· Optimized API performance and server-side queries, improving load time and reliability.
· Enforced secure file-handling and data validation mechanisms.

LMS — Learning Management System
Next.js · NestJS · PostgreSQL · Redis · MUI
· Developed secure LMS with admin analytics and content management.
· Used Redis for caching to significantly improve API performance.
· Implemented secure login system, validation, and error handling.

CYBERSECURITY WORK
· Conducted penetration testing practice labs on TryHackMe (web exploitation, privesc, network attacks).
· Performed VAPT on multiple lab environments with reporting and remediation.
· Implemented secure API patterns including rate-limiting, sanitization, RBAC, and token-based access.
· Performed Linux server hardening, log audit, and security configuration.

LANGUAGES
English · Hindi

